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DATA SECURITY COMPLIANCE CHECKLIST
VA’s Centers for Medicare and Medicaid Services (VA/CMS) Data are VA Sensitive Information (SI) and include Protected Health information (PHI) and other data, which in any format, will be protected due to the risk of harm that could result from inadvertent or deliberate disclosure, alteration or destruction. VA/CMS data will be used and maintained in accordance with VA and VHA Data Privacy and Security regulations and all US laws.  Use of summary or other data containing no elements of PHI is not subject to these restrictions.

	Principal Investigator
	     

	Project Title
	     

	Facility Name
	     

	City
	     
	State
	     

	
	Principal Investigator Initials
	Facility ISO Initials

	Data in electronic format:
· VA/CMS data will be stored in a VA Office of Information and Technology (OI&T) managed server room and accessed only by approved study personnel using VA secured workstations.  

· VA/CMS data must remain in the VA OI&T secured environment and, therefore, may not be downloaded or stored on stand-alone computers or laptops 

· Storage of electronic back-ups of VA/CMS data will comply with VA and VHA policy.
	
	

	Location of server where data will be stored:
Facility:      
VISN:   
Station Number:      
Address:      
Building and Room Number:      
City:      
State:   
Zip code:      
	
	

	Disposition of data at project close: 

VA/CMS data must be secured by the facility at project close until they can be dispositioned in accordance with VA Record Control Schedule (RCS) 10-1, the National Archives and Records Administration (NARA) General Records Schedule (GRS), NARA regulations, and VHA Handbook 1200.05
	
	

	If there is a suspected breach of data security: 

All suspected or actual security and/or privacy breaches will be reported within one hour of discovery to the appropriate security, privacy and management officials and to VIReC.
	
	

	Printed records:

Printed records containing VA/CMS data will be stored in locked files or cabinets when not in use.
	
	

	Finder Files: (Datasets of identifiers used for matching records)
a) No finder file will be used, no identifiers will be sent to VIReC.

b) Finder file(s) will be sent to VIReC for the purpose of extracting data from CMS files held at VIReC. 

c) Finder file(s) will be sent to VIReC to forward to CMS for extraction of data from CMS files not held at VIReC.  
	Initial all that apply:
a) _______

b) _______

c) _______
	

	Transfer of finder file(s) to VIReC:

Finder file(s) sent to VIReC will be encrypted using FIPS 140-2 approved encryption algorithms in accordance with VA policy, and sent by network file share or other approved secure solution available for data transmissions within the VA network.
	
	

	Information Security Officer Concurrence
As Information Security Officer (ISO) , I have reviewed the methods proposed for data use, storage and transmission for this research project, and have determined that the data will be stored and used in accordance with VA data security policies.  I understand that this request is for CMS data, the risk of loss of CMS data may impact the VHA organization at the enterprise level if compromised, and affirm that the facility, named above, is sufficiently competent in its security practices to ensure protection of these data.  I approve the security procedures described above. 
     


ISO Name

     


Facility Name

___________________________________________________________________________________________

ISO Signature
Date
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